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TlomcmcTema peanusyercs IyTeM BHEAPEHHs CIeLHaIbHOr0 aHTHBUPYCHOTO IIPOrPAMMHOTO
pfecmesc=ms Ha Bee anemeHTs UCII/IH.

S 4TloacHeTemMa MeKCeTeBOro SKpaHHPOBAHMST
TpeIEaIHAYeHa IS PealM3AINH CICAYIONMX (yHKIHI:

¢H_'Ib'lpal_[l’l}0 Ha CETEBOM YPOBHE MUl KaXXJ0ro CETEBOr0 IlakeTa HE3aBUCHMO
(pemesne o GUIBTPALHK IPHHAMAETCSI HA OCHOBE CETEBBIX a/[PECOB OTIIPABUTEINS H
nOMyHaTess HM Ha OCHOBE JIPYTHX 9KBHBAJIEHTHBIX aTPHOYTOB);

QUIBTPALMIO NTAKETOB CITyXEOHBIX MPOTOKOJIOB, CIYXKAIMUX IS AHATHOCTHKH H
yripasieHus paboTol CeTeBBIX YCTPOHCTB;

OHIBTPALMIO C YYETOM BXOJHOTO H BBIXOJHOTO CEeTeBOro MHTepdeiica Kak cpejcTsa
TIPOBEPKH NOUTHHHOCTH CETEBbIX a/IpeCOB;

DHIBTPAIIO C Y4eTOM JIIOOBIX 3HAUMMBIX IIOJIEH CETEBBIX NIAKETOB;

DUIBTPAIMIO HAa TPAHCIIOPTHOM YPOBHE 3allPOCOB HA YCTAHOBJIEHHE BUPTYaIbHBIX
COEIMHEHHIT C YYeTOM TPaHCIIOPTHEIX a/[PeCOB OTIPABUTENIS H [OJyYaTels;
GHIBTPANHIO HA MPUKJIATHOM YPOBHE 3alIPOCOB K MPUKJIAAHBIM CEPBUCAM C YYETOM
NPHKJIATHBIX aIPECOB OTIPABUTENS U MOJTydaTeIs;

GHIBTPALHUIO C YYETOM JATHl U BPEMEHH;

ayTeHTH(UKALMIO BXOMSAIHMX M HCXOISIIMX 3alpPOCOB METOAAMH, YCTOMYUBBIMH K
TNIaCCHBHOMY M (WJIM) aKTHBHOMY IIPOCITYIIHBAHHMIO CETH;

PEerHCTpAalHIO M ydeT (UIbTPyeMbIX I[aKeToB (B MapaMeTpbl PerHCTpalHH
BKJIFOYAIOTCS afipec, BpeMs U pe3ysIbTaT GUIbTPaLHK);

PETHCTPALHIO H YUeT 3aIIpOCOB Ha YCTAHOBJICHHE BUPTYalIbHbIX COSMHEHHIT;
JIOKATbHYIO CHTHATH3AIHMIO TIONBITOK HAapYIICHHs MPaBUI QHIBTPaIUH;
HICHTHQHKAIMIO ¥ ayTeHTHOUKAIMIO aIMHHHCTPATOPa MEKCETEBOrO SKpaHa IpH
€ro JIOKaJIBHBIX 3aIpocax Ha NOCTYN IO HIeHTH(HKAaTopy (KOAy) M Mapoiio
YCJIOBHO-TIOCTOSIHHOTO ICHCTBHS;

NpefoTBpallleHHe  JOCTyNa  HeMACHTH(OHIMPOBAHHOTO  IONB30BATENs MM
T0/1b30BaTesl, NOTMHHOCTh MACHTH(OUKAIMH KOTOPOro NpH ayTeHTH(QHKALHH He
TOATBEP/IHIIAC);

HICHTH(HUKAIMIO ¥ ayTeHTH)HKALMIO aMHHHUCTPATOPa MEKCETEBOrO JKpaHa IpH
€ro yJaJeHHBIX 3aMpocax METOJaMH, YCTOHYMBBIMH K IIAaCCHBHOMY M aKTHBHOMY
TepexBary HHpOpMaIHH;

PErUCTpaNyIO BX0/a (BBIX0/1a) aIMHHHCTPATOPa MEXCETEBOTO KpaHa B CHCTeMy (U3
cucTeMbl) MO0 3arpy3Ku H HHHIMAIH3AlMHA CHCTEMBI H €€ IPOrpaMMHOT0 OCTaHOBA
(perucTpanus BBIXOJAa M3 CHCTEMBI HE NPOBOJMTCS B MOMEHTHI aIIapaTypHOro
OTKJIFOYCHHUS MEKCETECBOTO 3KpaHa);

PErHCTPALIHIO 3aITyCcKa IIPOrPaMM H IIPOLECCOB (3a1aHHuii, 3a1a);

PErHCTPALMIO JIEHCTBHS aJMHHHCTPATOPA MEKCETEBOrO JKpaHa MO H3MEHEHHIO
TpaBUJT (PUITBTPALIUH;

BO3MOJXHOCTh JAUCTAHUHOHHOI'O YIIPABJICHUS CBOMMH KOMIIOHEHTAMH, B TOM YHCIIE
BO3MOJKHOCTh KOH(MHIYpHPOBaHHS bubTpOB, MPOBEPKH B3aMMHOH
COrJIaCOBAHHOCTH BCeX (DUIBTPOB, aHAJH3A PETHCTPALHOHHOM HHPOPMALHH;
KOHTPOJIb LIEJIOCTHOCTH CBOEH IPOrpaMMHO# M HH(OPMALIOHHOMN YacTH;

KOHTPOJIb LENOCTHOCTH NPOrpaMMHOH M HH(OPMALMOHHOH YacTH MEKCETEBOIro
9KpaHa 110 KOHTPOJIBHBIM CyMMaM;

BOCCTAHOBJICHHE CBOMCTB ~MEJKCETEBOrO OJKpaHa Tocie c0OeB H  OTKa3oB
obopynoBaHus;
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* DErJIaMEHTHOE TECTHPOBAHME pealu3alud NpaBunl  (QUIBTpalMM, Mpolecca
PEruCTpalHH, Mpolecca WACHTHQHKANME U ayTeHTH(HKALMK 3alIpocoB, Mpomecca
HICHTHQHKAIMK ¥ ayTCHTH)HMKALMM aJMHHHCTPATOPa MEKCETEBOrO 9KpaHa,
TpoIecca PerucTpaluy JAeHCTBHI aIMHHICTPATOpPa MEKCETEBOIO 3KpaHa, mpouecca
KOHTPOJIS 3a LEJOCTHOCTHIO NPOrpaMMHON M MH(pOPMALMOHHON 4acTH, MPOIETyPbI
BOCCTaHOBJICHHUSL.

TloacucremMa peanu3yeTcs BHEJIPEHHEM IIPOrPaMMHO-ANNapaTHBIX KOMILIEKCOB
MEECETEBOTO 9KpaHHpoBaHus Ha rpanue JICB, kiraccom He Hipke 4.

S.IMoacueTeMa aHAIN3A 3AIHIIEHHOCTH

ZomaHEa 00ecreynBaTh BBIABICHHS YS3BUMOCTEH, CBA3AHHBIX ¢ OMHOKaMH B KOHGHUIypaluu
10 HCIIJle MAJIOY PP m/c Ne 167 ropoma TroMeHH, KOTOpble MOTYT ObITh
WCTOTBE30BaHBl  HApyNIMTENeM JUIs  pealu3aldd  aTaku Ha cucreMy. OyHKIHOHAI
[OACHCTeMbl MOXeT OBITh peajn30BaH MPOTPAMMHBIMH H IIPOrPAMMHO-AIMNAPATHBIMU
CpeaCTBaMH aHAIM3a 3alIHIICHHOCTH.

S.6.1ToacucremMa 00HAPY/KEHUs] BTOPIKEHHIT

J0mKHA 00ecieunBaTh BBISBICHHE CeTeBBIX aTak Ha aneMeHThl VICII/[H moAKIOYeHHbIe K
ceTaM 00LIero Moyib30BaHUs U (HJIH) MEXKIYHApOaHOTro ooMeHa. DyHKIMOHAN IOACHCTEMBI
MoxeT ObITh pealu30BaH IPOrPaMMHBIMH M IPOrPAMMHO-ANNapaTHBIMH CPEACTBAMU
00HApYKEHHs BTOP)KSHHI.

5.7.IloacucTeMa KpUNTOrpaguIecKoii 3aIuThI

npeanasHadena Juis uckmodenuss HCJI x 3ammmaemoit uadopmarmu B VICITIH npu ee
nepesayd MO KaHaJaM CBS3M CeTel 0OLIero MONb30BaHHsA H (HJIH) MEXIYHapOAHOTO
obmena. [lozcucrema peanusyercss BHEAPEHMS KPUNTOrpapHYecKHX —IPOrpamMMHO-
annapaTHBIX KOMILIEKCOB.

6. Ioaszosarean UCIIdn.

B Tlomutuke WHPOPMANMOHHON G€30IACHOCTH OINpeeseHbl OCHOBHBIE KaTerOpHH
noab3oBaTenell. Ha oCHOBaHMM STHX KaTeropuH MOJDKHA OBITH IPOM3BENCHA THITH3ALIAS
nons3oBareneii VMICIT/IH, ompezeneH HX YpOBEHb JOCTyNa H BO3MOJKHOCTH. MOXHO
BBLIETHTH CIIEyIOIME IPYNIBI MOJIb30BaTeNeH, yJacTBYIONMX B 00paboTKe M XpaHEHHH
I 0x:

¢ Anvunnctpatopa 6ezonacHoctu UCIT/IH;

¢ Oneparopa UCITTx;

* AIMHHHCTPATOpA CETH;

* [Iporpammuct-pazpaborunk UCI1/IH.

6.1. Aamunucrparop 6esonacuocrn HCITTn MAIOY IIPP a/c Ne 167 ropoaa Tiomenn
- COTPYAHHK, OTBETCTBEHHBIH 3a HACTpPOWKy, BHenpeHHe M compoBoxzaeHue HCIIJIH.
ObecnieynBaer (QYHKIMOHMPOBAHHE MOACHCTeMbl ympasienus poctynoMm HCII[E u
YTIOJHOMOYEH OCYIIECTBJIATh IIPEJOCTAaBIEHHE M pasrpaHHYeHHe JOCTyNa KOHEYHOro
nons3oBarens (Oneparopa MCITJIH) Kk aneMeHTaM, XpPaHSUIMM I[EPCOHAIbHbIC JaHHbIC.
O61a1aeT cneayomuM ypoBHEM JOCTYIA H 3HAHUI:
e obmamaer monHOM MHQOpMAIMEd O CHCTEMHOM H INPHKJIAJHOM I[IPOrpPaMMHOM
obecneyennu UCIT/Tx;
e obnamaeT noMHON MHGMOpMAlMed O TEXHHYECKHX CPEACTBAX M KOH(Hrypauuu
UCI s,
® HMEET J0CTYH KO BCEM TEXHHYECKHM CpeJcTBaM 00paboTKH HH(OPMAIMH H JaHHBIM
UCTIdn;
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* ofsazaeT  npaBaMHM  KOHQUIYDMDOBAaHHS M aJIMHHHMCTPATHBHOM  HACTPOHKH
ex=m=eckux cpeacts VCII/IH.

®  SWEST JOCTVII K CPEZICTBAM 3alUThl MHGOPMAIMK M NMPOTOKOIHPOBAHMS M K YacTH
smo=essix anemenToB VICTTIx;

® ¢ @mmeeT npas J0CTyNa K KOHQUIYPHPOBAHHMIO TEXHHYECKUX CPEJCTB CETH 3a
WCETHOSSHHEM KOHTPOJIBHBIX (HHCIIEKIIHOHHBIX).

A nwssmcTpaTop 6e30MaCHOCTH YIIOJTHOMOYEH:

* DeaTHI0BBIBATH NOMHTHKH OesomacHocTH B yacTH HacTpoiiku CK3W, mexcereBbix
SepasoB ¥ cHCTeM OOHapy)XKeHHs aTak, B COOTBETCTBHU C KOTOPHIMH IOJIb30BaTelb
 Omeparop MCTI/IH) nosnydyaet Bo3MOXKHOCTB paboTatsh ¢ anementamu UCII/IH;
OCYIECTBIATH Ay/IUT CPEJICTB 3alllHThI;

* CTaEaBIMBATH JIOBEPHTENbHBIC OTHOLICHHS CBOEH 3allMINEHHOH CETH C CeTSAMH
IPYTHX

.2 Oneparop HCIITu MAJIOY IIPP a/c Ne 167 ropoxa Tomenn
- cotpyamEMK, ocywecTBiusiomuit  obpaborky IT. OGpaborka IT[[H BKIIOYaeT:
soamomsocTs npoeMotpa I11H, pyanoit BBox I1/11 B cucremy VCII/IH, GpopmupoBanne
copesox ¥ OoT4eToB MO MHQopMammu, nmoxydennoi w3 WCITJ]. Omeparop He mmeer
SOSEOMOUHI U4 yNpaBJIeHUs noackucTeMaMu o6paborku naHHbIX 1 C3I1/IH.

Omeparop HCT1IH o6nanaet cleyionmM ypOBHEM JOCTYINA i 3HAHUIA:

e obzazaer BCEMH HEeoOX0IMMBIMH aTpubyTamMu (Hanpumep, napoJsem),
OfecnesHBAIOIIMMH JI0CTYI K HEKOTOPOMY MOoAMHOXecTBY [1/1H;

* pacnosaraeT KOH(MICHIMATBHBIMA JAHHBIMH, K KOTOPBIM HMEET JOCTYII

&3 Anunucrparop cetu MAJIOY PP a/c Ne 167 ropoaa Tomenn
- COTPYAHHK, OTBETCTBEHHBIH 3a  (YHKIMOHHPOBAaHHE  TeJeKOMMYHHKALHOHHOM
soscucremsl UCIIJIH. AZIMMHHCTPAaTOp CETH He HMEeT IIOJHOMOYHM U YHpaBJICHHS
moacucTemaMu 00paGoOTKHM HaHHBIX M OesomacHocTH. OO6NazaeT CreIylomHM ypOBHEM
JOCTYTa H 3HAHHUH:
* obnamaer vacTelo MHQPOPMAUMH O CHCTEMHOM H NPHUKJIAZHOM HPOrPAMMHOM
obecnevyennu UCI/IH;
* o07amaeT 4YacThi0 MH(OPMALMH O TEXHHYECKHX CpeACTBaX M KOH(UIryparuu
HCIIIx;
* mveeT (GU3MYECKHH JOCTYN K TEXHHYECKHM cpeicTBaM oOpaboTku HH(pOpMaluu
CpeZICTBaM 3alllUThI;
* 3HAeT, 10 MEHbLIeH Mepe, OJIHO JIeraJlbHOe HMsl I0CTYIIa.

6.4.T1porpaMMHCTBI-pa3padoTYHKH

(MOCTABIIMKH) NPHUKIAJHOTO IIPOrpaMMHOr0O obecredeHus, O0OecHedYHBaioIIe ero

COMPOBOXK/ICHHE Ha 3amuinaeMoM obwexrte. K naHHOI rpymme MOTyT OTHOCHTBCS Kak

cotpyaaukan MAJIOY IIPP m/c Ne 167 ropoza TroMeHH, Tak U COTPYAHHUKH CTOPOHHHX

opranusanuit. JIumo sTo# kareropuu:

* oOnmamaer mHpopMaIHel 06 aIropuT™Max H nporpaMmax o0paboTku HHMOPMALMHK Ha
UCIIH;

* 00mazaeT BO3MOKHOCTAMH BHECEHHS OMIMOOK, HeeKIapHPOBAaHHBIX BO3MOKHOCTEH,
MPOrpaMMHBIX 3aKJIaJ0K, BPEJIOHOCHBIX MPOrpaMM B IPOrpaMMHOE obecredyeHue
MCII/Tn Ha cTaamu ee pa3paboTKH, BHEAPSHHUS U CONPOBOXKICHHUS;

® MOXeT pacrojarath JoObIMH (parmenTamu uHdopmarmu o tonosorud UCIIIH u
TeXHHYECKHX cpeacTBax obpaborku u 3amutsl [1/1H, o6pabateiBaembix B UCTI/IH.
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T Tpefosanns K nepconasy no odecnevennro 3amutel I1{u

i See comps mmwsn MAJIOV LIPP a/c Ne 167 ropoaa TromeHu, sBisoluecs MoIb30BaTe/ MK

0 S S0 nsess SeTHO 3HATh M CTPOTO BBINOJHSTH yCTAHOBIIEHHBIE NIPABHIA M O0A3aHHOCTH 110

T smemsewsiv 00BEKTaM M COOJIIOICHUIO TIPUHATOrO pexxuma GezonacHoctr [1]1H.

! 0% SCTyTACHHH B JIOJDKHOCTH HOBOTO COTPYAHHMKA HENOCPEICTBEHHBIH HAYaIbHHK

peSgesesms. B KOTOPOE OH  IIOCTyHaeT, o0sS3aH OpPraHM30BaTh €ro O3HAaKOMJICHHE C

TS mscTpyEIHeH 1 HeOOXOJMMBIMH JIOKYMEHTAMH, PerJlaMeHTHPYIOIMMH TpeGoBaHMs!

0 e (1=, 2 Taoke O0ydyeHHMe HABBIKAM BBINOJHEHHs MPOLENYp, HEOOXOMMMBIX IUist

SSsspesas=Eoro Henons3oBanus UCTIIH.

_0tp mmws J0mKeH OBITh 03HAKOMIIGH CO CBEACHMSMH HacTosiued [IONMTHKH, MPUHATHIX

S pefors: ¢ anemertamu VCITH u C3I10u.

] Comps s MAJIOY LIPP /e Ne 167 ropona Tromenu
* Sowss ofccrieuMBaTh COXPAHHOCTh HMAGHTH(UKATOPOB (DIEKTPOHHBIX KIKOYEH) W He

| ussesars HCJI K HAM, a Tak jke BO3MOJKHOCTb HX YTEPH HJIM HCIIOJIb30BAHHS TPETHHMHU
wses. Tlonp30BaTelM  HECYT TNEPCOHAIBHYIO OTBETCTBEHHOCTH 32 COXPAaHHOCTH
EIESETEHKATOPOB.

*  JiueEsl CUen0BaTh YCTAHOBJIEHHBIM IPOLEAypaM MOUIEPKaHHs pexuMa 0e30macHOCTH
s opm BeifOpe M HCIONB30BAHMH MApONeil (€CIM He HCIOIB3YIOTCS TEXHHYECKHE
SpencTsa ayTeHTHOUKALNH).

* oowss obecrieydBaTh  HAUISKANIYIO 3allMTy 00OpYyOBaHMs, OCTaBisieMoro 0e3
SmmowoTpa. 0co0EHHO B TeX CiydasX, KOrJa B IIOMELIEHHEe HMEIOT JOCTYI IOCTOPOHHHE
e Boe monp30BaTeNH JOJDKHBI 3HATh TpeboBaHus 1o GesonacHoctd [1/{H 1 npoueaypst
SssueTs 00OpYNOBaHHMS, OCTAaBIEHHOTo 0e3 NMPHCMOTpa, a Take CBOH OOS3aHHOCTH 110
WSECTESeHNIO TAKOH 3allUTHL

# S5 WOryT YCTaHaBIMBATh IIOCTOPOHHEE MPOrpaMMHOE o0ecIedyeHHe, MOAKII0YATh JINYHbIe
WofeisEBEIe  YCTPOMCTBA M HOCHTENHM MH(OPMAIMHM, a TaKKe 3aliChiBaTh HAa HHX
SemmemaeMyo HHOpMAIHTIO.

® S5 wOryT pasrjamarh 3allMiaeMyro MHGOPMAlHMIo, KOTOpas CcTaja MM H3BECTHA IMpH
pefore © uHGOPMALMOHHBIME CHCTeMaMH (KpaTKoe HaMMEHOBAaHHE OIEepaTopa), TPEThHM
TEmaM

* ofasass npu paGote ¢ ITIJIn B MICII/IH o6ecneynts OTCYTCTBHE BO3MOXKHOCTH IPOCMOTpA
T10% TPeTHHMH JHLAMH ¢ MOHHTOPOB APM MM TepMHHAIIOB.

* ossassl npH 3aBepurennd pa6otsl ¢ UCITu 3ammtiuts APM Witk TepMUHAIBI ¢ TOMOLIBIO
S I0SMPOBKH KJIFOYOM HJIH SKBHBAJIEHTHOTO CPEICTBA KOHTPOJIS, HAIPUMED, AOCTYIIOM 10
TEDOTE0, €CIIH HE UCTIONB3YIOTCs GoJiee CHIIBHbIE CPEeJICTBA 3alHThL.

* somsssl ObITh NTPOMHGOPMHEpPOBaHBI 00 yrpo3ax HapyuleHus peskuma Gesonacuoctu [1IH u
OTESTCTBEHHOCTH 3a ero HapymeHue. OHM JIOJDKHBI OBITH O3HAKOMJICHBI C YTBEP)KIACHHOM
SOpPMATBHOM MPOLENYpOH HAJIOXKEHHs NHCLMIUIMHAPHBIX B3BICKAHHH HA COTPYAHHKOB,
S0TOpBIe HAPYIIMIIM NPUHSTHIE IOJTUTHKY U Iponeayps Ge3onacuoctu I1/TH.

* oOs3asel Ge3 mpoMeIeHHs coobmark 000 BCeX HAOIIONAeMBIX HIIM IOJO3PHUTENbHBIX
cayuanx paborel MCIT/{H, MOrymux mosieys 3a coboii yrposs 6e3onacuoctu [1/1H, a Takke
O BBIABIEHHBIX HMMH COOBITHAX, 3aTparuBalomux OesomacHocth II/[H, pPyKOBOICTBY
nOApasjieieHusl M JIMIy, OTBEYalolleMy 3a HeMeUICHHOE pearHpoBaHHe Ha Yrpo3bl
HezonacHoctH [1/TH.

8. JlokHocTHBIE o0si3aHHOCTH moab3oBareneii UCIIAu MAJOY LPP x/c Ne 167
roposaa Tomenn

OMHCAHBI B CJIEYIOMMX JOKYMEHTAX:

* Mucrpyknus anmunucTpartopa 6esonacHoctn ICTI/IH;

* Hucrpykuus oneparopa UCIT/TH;

* VHCTpyKuus COTpYIHHKA, OTBETCTBEHHOrO 3a 06paboTky I[1/1H;
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* JECTPYKLHSA 110 aHTHBHPYCHOIA 3a1KTe;
* M=CcTpYKIHS MO IKCIUTyaTalMK MallHHHBIX HOCHTeNel nH(opmarmu;
#  ECTPYKIHS 110 OPTaHHU3ALMH NapOJIbHOM 3aIIUThI;

% OrsercrBennocts mosb3oBateneii UCIIAn MAJIOY HPP a/c Ne 167 ropoma
Trovenn

S cooTseTCTBHH CO CT. 24 DesepabHOro 3aKoHa Poccuiickoit ®eaepaunu ot 27 mons 2006
©52-93 «O nepcoHANBHBIX JAHHBIX» JIMLA, BAHOBHBIE B HADYIIEHHH TPeOOBAHMI HACTOSIIErO
. S0r0 3aKOHA, HECYT IPaXIaHCKYIO, YTOJIOBHYIO, aIMHUHHCTPATHBHYIO, AMCLHILIHHAPHYIO
WSS mpeIYCMOTPEHHYIO 3aKOHOIATeNbCTBOM Poccuiickoii ®eiepauui OTBETCTBEHHOCTb.
omiee 3aKOHONATeNbCTBO P mo3BoiseT mpexbsBisTh TpeGoBaHHsA MO 0OECNEUEHHIO
paboTel ¢ 3amuMmaeMol MHMopMauueil W MpeaycMaTpHBaeT OTBETCTBEHHOCTh 3a
YCTaHOBJICHHBIX MpABUJI JKCIUTyaTauH OBM H cucTeMm, HempaBOMepHbIH JOCTYI K
€C/IM JTH JEHCTBUA IPHBENH K YHHYTOXKEHHIO, GJIOKHPOBAHHMIO, MOAM(DHKALMH
## WM HapyneHHIo pabotsl 9BM nim cereii (cratbu 272,273 u 274 VK PO).
Axvmunctpatop Oe3omacHoctd MCII[JH HeceT OTBETCTBEHHOCTH 3a Bce JeMCTBHS,

S8ie OT UMEHH CBOEH y4eTHOM 3amuCH, €ClIM He J0Ka3aH (haKT HeCaHKIHOHHPOBAHHOTO

saHNd YYETHBIX 3aMucei.
Tips mapymenusax oneparopamu VICTI/{u mpaBmu, cBsizaHHBIX ¢ GesonacHocTbio [1]1H, oI
MSST  OTBETCTBEHHOCTh, YCTaHOBJICHHYIO [JEHCTBYIOLIMM 3aKOHOJATENbCTBOM POCCHICKOM
Oemepenyn.
Tlpusesiennbple Bble TPeOOBaHHMS HOPMATHBHBIX JOKYMEHTOB 10 3auiuTe HH(OpMALUu
| S OBITH OTPAXKEHBI B AODKHOCTHBIX MHCTPYKLHMAX onb3oBateneit MCIT/H.

Heobxoaumo moHectH 1o monb3oBatenet WCIIJIH cBeneHus 00 OTBETCTBEHHOCTH HX
Fmeneﬁ H COTPYAHHKOB 3a pasrjalieHue W HECAaHKUMOHHPOBAHHYIO MOZ[H(i)PIKaﬂHlO
- wssmseswe, Gamscudukanuro) I1]TH, a Takke 3a HEPaBOMEPHOE BMELIATEIIBCTBO B IIPOLECCH X
| WS MeETHIHPOBAHHOM 06PaGOTKH.

10. CnucoK 0CHOBHBIX HCTOYHHKOB.
(OCHOBHBIMH HOPMATHBHO-IIPABOBBIMH H METOAMYECKHMH IOKYMEHTAMH, Ha KOTOPBIX
ssssssacTes HacTosee TTonoxeHne, sIBISIOTCS:

* ©caepaneHpii  3akoH 0T 27.07.2006 r. Ne 152-®3 «O nepCOHAIbHBIX AAHHBIX»
JCTaHABIMBAIOMINK OCHOBHBIE NIPHHLHILI H ycaoBus o6paborku I1/{H, npaa, 00s3aHHOCTH
# OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIEHHMH, CBSI3aHHBIX ¢ 00paboTkoit I1/{H;

* «Ilocranopnenne o6 yTBep:KICHHH TpeOOBAHHIA K 3alliTe NEPCOHANBHBIX IAHHBIX [IPH UX
00paboTke B HH(POPMAIHOHHEIX CHCTEMAX IIEPCOHANBHBIX AaHHBIX» (YTB. [IpaBHTEIBCTBOM
Poccuiickoit ®enepaunn ot 01 Hos6pst 2012 1. Ne 1119);

* «Ilopsanox mnpoBeneHHs KilacCHGUKAIMM HHPOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX
JaHHBIXY, yTBEepKJIeHHbIH coBMecTHRIM [Tpnkazom @PCTOK Poccun Ne 55, ®CB Poccun Ne
86 1 Munnndopmesszu PO Ne 20 ot 13.02.2008 r.;

* «llonoxenne 06 0cOOGEHHOCTSIX 0OPaGOTKH IEPCOHANBHBIX JAHHbIX, OCYIIECTBIsAEMOM Ge3
WCTIONB30BAHMA  CPEICTB  aBTOMATH3allMM»,  yTBepikaeHHoe  IlocTaHOBIECHHEM
TlpasutensctBa PO ot 15.09.2008 r. Ne 687,

* «TpeboBaHMs K MaTepHaJIbHBIM HOCHTEJSIM OMOMETPHYECKHX MEPCOHANBHBIX JAHHBIX U
TEXHONIOTHAM XPaHEHHs TAKMX JAHHBIX BHE HH()OPMALMOHHBIX CHCTEM MEPCOHAIBHBIX
JaHHBIX», yTBepkKieHHbIe [TocTanoBnennem IIpaButensctsa PO ot 06.07.2008 r. Ne 512.

* HopmaTHBHO-METOJMYECKHE NOKYMeHThl (DelepanbHOil CiykObl 110 TEXHHYECKOMY U
sxcnepTHoMy KoHTtpomo Poccmiickoit ®enepaunn (nanee - ®CTIK Poccun) 1o
obecnevennio Gesonacuoctu 1[I npu ux o6paborke B UCTI/(u:
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1. Bsexenne

Hacrosmas [Tonutika nHopManuonHoit GesonacHocty (nanee — [lonmtuka) paspaborana
B COOTBETCTBHH C LEJMH, 3a/la4aMH M NPHHIMIAMH obecriedeHns: 6e30acHOCTH NEePCOHANBHBIX
JaHHBIX H3TO0KEHHBIX.

TommTuka pa3paGoTaHa B COOTBETCTBHMH ¢ TpebGoBaHMsMH (DelepaibHOro 3akoHa oT 27
mwons 2006 r. Ne 152-03 «O nepcoHambHBIX JaHHBIX» M «[locTaHOBIEHHs 00 yTBEpXKICHHH
TpeboBanuii K 3alllUTe NEPCOHATBHBIX JAHHBIX NPH HX 006paboTke B HH)OPMALMOHHBIX CHCTEMAaX
nepcoHanbHBIX JaHHBIX) (yTB. IIpaButensctBoM Poccuiickoit ®eneparuu ot 01 HosOpst 2012 r. Ne
1119), Ha OCHOBaHHH:

«ITonoxeHus 0 METOaxX M crocobax 3auUThl HHPOPMALKMHK B HHPOPMALHOHHBIX CHCTEMax
NepCOHATBHBIX TaHHBIX», yTBEpiKAeHHOro aupekTopoM PCTOK ot 05.01.2010 r. Ne 58;

«TunoBeIx TpeGoBaHMIi 1O OpraHM3auud M obecrevyeHHIO  (YHKIHOHHPOBAHHS
wHOPOBATLHBIX (KpUNTOrpadHUECKHX) CPEACTB, MPEAHA3HAYCHHBIX IS 3alUThl HHMOPMALUH, He
conepikaineil CBeJIeHHH, COCTABIISIOMIMX IOCYAapCTBEHHYIO TaifHy B Cllydae W3 UCIIOJIb30BAHMUS JUIs
obecnevenns 0Ge30IaCHOCTH MEPCOHATBHBIX JAHHBIX NIPH HX 00paboTke B HMH(MOPMALHOHHBIX
CHCTEMax IMepCOHATBHBIX JaHHBIX», YTBEPKIEHHBIX pykoBoacTBoM 8 Ilentpa ®CB Poccun
21.02.2008 r. Ne 149/6/6-662.

B Ilomutuke onpenenensl Tpebosanus k nepconamry UCITH MAJIOY LIPP n/c Ne 167
ropoaa TioMeHH, CTenmeHb OTBETCTBEHHOCTH MEPCOHAa, CTPYKTypa H HEOOXOIMMEIH ypOBEHB
sammmensoct UCTITH MAJIOY LIPP i/c Ne 167 ropona Tiomenu.

2. OcHOBHBIE I0JI0KEHHS

Ilensto Hacrosmeit [TonmuTuku siBsiercs obecnedenne 6e30MacHOCTH 0OBEKTOB 3aIUTHI OT
BCEX BHIOB YIpo3, BHEUIHWX M BHYTPEHHHX, YMBIIUICHHBIX H HelpeIHAMEePeHHBIX, MUHUMH3ALHs
yuiepba OT BO3MOXKHO# peaym3anuu yrpo3 6esomacHocts I1/In (YBITIH).

besonacHocth HepCOHAIBHBIX JIaHHBIX JIOCTUTaeTCst myTem HCKITIOYEHHS
HECaHKIHOHMPOBAHHOTO, B TOM WYHCIE CJIy4alHOro, JOCTyla K IEpPCOHAIBHBIM JaHHBIM,
PE3yIBTaTOM KOTOPOTO MOJKET CTaTh YHHYTOXKEHHe, H3MEHEHHe, OJIOKHpOBaHHE, KONHPOBAHHE,
PacrnpoCTpPaHeHHe MEPCOHAIBHBIX JIAaHHbIX, @ TAKXKE HHBIX HECAHKI[MOHUPOBAHHBIX JEHCTBHI.

Wudopmanus u cBsi3aHHBIE C Hel Pecypehbl JOKHBI OBITH JOCTYIHbI Il aBTOPH30BAHHBIX
noas3oBatesneil. JIOJDKHO OCYINECTBIATBCS CBOEBPEMEHHOE OOHApY)KEHHe M pearHpoBaHHe Ha
VBITJIH. JIoIKHO —OCYIIECTBISATBCS INpPENOTBPAIICHHE [PEJIHAMEPEHHBIX MM  CIIy4aiHbIX,
HaCTHYHBIX MM TOJIHBIX HECAHKIHOHMPOBAHHBIX MOU(UKALM HIIH YHHYTOXKESHHUS JaHHbIX.

CocTaB 00BEKTOB 3alIUThI MpeICTaBlIeH B [lepedHe mepcOHAIBHBIX JaHHBIX, MOUIEKAIINX
3anMTe.

Cocras UCIT/IH nouiexanmx 3amure, npejctasieH B [lepeune UCITx MAJIOY LIPP w/c
Ne 167 ropona TiomeHu.

TMosmTika nHGOpMAaLHOHHON GesonacHocTH ObLia yTBepXK/eHa pykoBoxuTeneM MAJIOY
LIPP n/c Ne 167 ropopa Tromenu u BBeneHa B aeiictsue Ilpukasom Ne /€F 0T 75 peowd s
2013 .

3. O6aacThb pacnpocTpaHeHHus.

Tpe6opanus Hacrosmeil [ToIUTHKH pacmpocTpaHsSIOTCS Ha BceX COTpyAHHKOB MAJIOY
LIPP wc Ne 167 ropona TromeHH (IUTaTHBIX, BPEMEHHbIX, PabOTAIOIMX 10 KOHTPAKTY W T.IL.), a
TAKJKe BCEX MPOYMX JIHII (OAPSIYHKH, ayAHTOPEI U T.IL.).

4. Cucrema 3aIIHTBI NEPCOHAIBHBIX AAHHDBIX.
CTpouTCsl HA OCHOBAHHH:
e AxroB obcienoBanus UCITx;
o Tlepeuns nepconanbHbIX aHHEIX MAJIOY IIPP n/c Ne 167 ropona Tiomeru;
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AKTOB Ky1acCH(HKAIMH HHOPMALMOHHBIX CHCTEM IIEPCOHATBHBIX JAHHBIX;

* Mozereit yrpo3 6e30IaCHOCTH IEPCOHANBHBIX JaHHBIX;

* Tlonoxenus 06 06paboTke H 3aluTe NepcoHaTbHBIX naHHBIX B MCIT/TH;

* Pyxosomsmmx 10kyMeHToB PCTIK n ®CB Poccun.

Ha OCHOBAHMM 3THX IOKYMEHTOB OIPEIeSeTcs HeOOXOIMMEIH YpPOBEHb 3alMIIEHHOCTH

I1a xaxaoi UCIIu MAJZIOY LIPP n/c Ne 167 ropoma Tiomenu. Ha ocHoBaHuM aHanu3a
axTyantsHBIX yrpo3 GesomacHoctd ITJ[H, ommcaHHBIX B Mogenu yrpo3 u AKTOB 0OcCnenoBaHHMS
WUCTI/Is, nemaercsi 3aKiIIOYEHHE O HEOOXOMMMOCTH MCIOJB30BAHHS TEXHHYECKHX CPEICTB U
OpraHu3alHoOHHBIX MeponpusTuii 1 obecnedenus Gezomacuoct ITH. Jlns kaxmoit WMCIIIn
JomKeH OBITh COCTABJIEH CIIMCOK MCIOJB3YEMBIX TEXHHYECKHX CpPEICTB 3allUTBI, a TaK ke
nporpaMMHOro obecredeHus ydactByomero B oopadorke I1/IH, Ha Bcex anementax MCIT/IH:

¢ APM none3oBarerneii;
cepBepa MPUIIOKEHHUIH;
CVYBI;
rpanuna JIBC;
KaHAJIOB IIepelayi B CETH OOIIEro MOJIb30BaHUs H (HJIM) MEXIYHapOIHOTo 0OMeHa, eCiH 1o
HuM nepenatores [T/,
B 3aBucumoct ot ypoBHs 3ammmenHoctd VICITIn u aktyansHbIX yrpo3, C3ITIa mMoxeT
BKJIFOYATH CJIEYIONINE TEXHHYECKHE CPe/ICTBA:

® AHTHBUPYCHBIE CPEACTBA U pabOYMX CTaHIHII OJIB30BaTENeH H CEPBEPOB;

®  CpeICTBa MEXKCETEBOIO YKPAaHHPOBAHHUS,

e CpeicTBAa KPUNTOrpaguyeckoil 3ammTel HHGOpPMAIMH, TIpH MHepefaye 3alluIiaeMoi
HH(POPMALHH IO KaHAIAM CBSI3H.
YIIpaBJIeHHE M pa3rpaHHYEHHE T0CTYyIIa I10JIb30BaTeNei;
PErHCTPALHIO U y4eT AeHCTBHI ¢ HH(pOpMaIHei;
ofecrieueH e IeTOCTHOCTH JaHHBIX;
o0Hapy)KeHHE BTOPIKECHHUH.

5. Cocras C3I11n

C3I1/11 BKuTIOYaeT B ce0s CIIEAYIOIIHE MOICHCTEMBI:
®  YIpaBICHHs JOCTYIIOM, PETHCTPAIIUH U Y4eTa;
e obecreyeHHs NeTOCTHOCTH U JOCTYIHOCTH;
® AHTHUBHMPYCHOH 3allIUTHI;
MEXKCETEeBOr0 IKPAaHHPOBAHHUS;
aHANIM3a 3aIIUIIEHHOCTH;
oGHapyKeHHs BTOPIKEHHUIA;
KpHITOrpaguyecKoil 3aIuThL. :
Toxcucremsr C3I1JIH UMeIOT pa3nuuHblil GyHKIHOHAT B 3aBHcHMOCTH 0T Kiacca UCII/In,
onpezenensoro B Axre inaccupuxamun UCITa. B MAJZIOY IIPP n/c Ne 167 ropoaa Tiomenu
GBUI0 IPHHATO PelIeHHe 00eceYnTh 4-blif ypoBeHb 3amumeHHocTH 11 Beex MCTI/IH.

5.1.HoacucremMa ynpasJ/ieHusi JOCTYIIOM PerHCTPAIMH H y4yeTa
npeHa3sHavYeHa [Ulsl pean3aliy CIEYIOMMX QYHKIH:
® HIeHTH()HKAUMKM M MpOBEpKa IOIIHHHOCTH CYOBEKTOB JOCTyHna INpH BXOIE B
UCITH;
® JICHTH()HUKALMH TEPMHHAIOB, TEXHUYECKUX CPEJCTB, Y3JOB CETH, KAaHAJIOB CBA3H,
BHEIIHUX YCTPOMCTB 110 JIOTHUECKUM HMEHAM;
® HICHTH(HUKALKK IPOrpaMM, TOMOB, KaTajoros, daiios, 3amuceii, nosei 3anuceii no
HMEHaM;
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* KOHTPOIb JOCTYNa MOIb30BaTesell K 3allMIIaeMbIM pecypcaM B COOTBETCTBHH C
MaTpHlleH 10cTyna;
® DErHCTPAlMH BXoJa (BbIXOZa) CyOBEKTOB JOCTYNa B CHCTeMY (M3 CHCTEMEI), 60
PErHCTpalis 3arpy3KH ¥ MHHIMAIH3AIMH ONePAllHOHHOM CHCTEMBI U €€ OCTaHOBa.
® perucTpalMs BBIIAYM II€YaTHBIX (rpadMyecKnX) MaTepHayoB Ha OyMaskHBIH
HOCHTEJIb;
* perucTpanys 3amycka (3aBepIIeHMs) NporpaMM M IpoLeccoB (3ajaHuif, 3ajay),
Tpe/IHa3HAYeHHBIX T 06pabOTKH MepCOHATBHBIX TaHHbIX;
* DErHCTPAlMM TONBITOK JOCTYNa MPOrPaMMHBIX CPEeJCTB (TIPOrpamm, MpOLECCOB,
3a71a4, 3a/1aHuil) K 3aIMmaeMsIM (aitiam;
* DErHCTPALMH IONBITOK JOCTYIAa MPOrpaMMHBIX CPEICTB K TEpMHHAIaM, KaHajlaMm
CBA3H, IIPOrpaMMaM, ToMaM, Katajoram, (aiiiam, 3armucsiM, TOJIsIM 3aIHCei.
TloacmcTema YIPaBIeHHs JOCTYNIOM MOXKET OBITh pEalM30BaHa C IOMOIIBIO IITATHBIX
cpeacts obpaborku [1/In (onmepanuoHHBIX cucteM, npuioxenuit # CYBJI). Tak ke MoxeT GbITh
SHCIPEHO  COENHATBbHOE TEXHHYECKOE CPEeICTBO MM HX KOMIUIEKC —OCYINECTBIISIOLINE
JOTOTHEMTENBHBIE MEDHl 10 ayTeHTHOHUKAIMM M KOHTposro. Hampumep, NMpHMeHEHHE EXHHBIX
ApEENIHIL YYETHBIX 3aIMCel I0JIb30BaTeNell W perucTpalMoHHON MH(OPMAIMH, HCIIOIb30BaHHE
SHOMETPHHUECKHX H TeXHHYECKHX (C MOMOIIBIO 3JIEKTPOHHBIX IPOITYCKOB) Mep ayTeHTH()HKAIMH H
ApyTHX.

5.2.Ioacucrema obecrievyeH st HeJOCTHOCTH H J0CTYIHOCTH

npeaHasHayeHa JUIs o0ecredyeHHs IEJOCTHOCTH M JOCTYMHOCTH IIJIH, mporpaMMHBIX M

annapataeix cpeacts UCITun MAJIOY IIPP w/c Ne 167 ropona TiomeHH, a Takxke CpeIcTB

32T, TIPH  CIOy4yaiHOM WM HamepeHHOH Moxupukaumn. B Heit Moryr ObiTh

PeaTH30BaHHBIE CleyIOmue QyHKIMH:

* pe3epBHOE KONHPOBaHHE 00pabaThIBAEMbIX JaHHBIX;

obecrieyeHne IEJOCTHOCTH IIPOTPAMMHBIX CPEACTB 3alIUTHl IEPCOHAIBHBIX NaHHBIX,

obpabatbiBaeMoii HH(POPMAIIHH, a TAK XKe HEH3MEHHOCTh IPOrPAMMHOM CPEJIbL;

* [EPHOIMYECKOE TECTHPOBAaHHE GYHKIHMI CHCTEMbl 3alUTHI NEPCOHATBHBIX MAHHBIX C

TOMOMIBIO TECT-TIPOrPaMM, HMHTHPYIOIIUX IOMBITKH HECAHKIIHOHUPOBAHHOTO 0CTYIIA;

*  HaJIMYHe CPEJICTB BOCCTAHOBJIEHHS CHCTEMBI 3aIMTHI IIEPCOHATBHBIX JAHHBIX.

Peanmsyercss ¢ IOMOLIBIO OpPraHM3alliM Pe3epPBHOTO KOMMPOBaHHsS 00pabaThIBaeMbIX
JAHHBIX, TPOBEPKO KOHTPOJIBHBIX CyMM KOMIOHeHTOB C3W mpu 3arpy3ke CHCTeMBI, BeJCHHEM
ZBYX KOMMiH NPOrpaMMHBIX KOMIIOHEHT CPEICTB 3allMThl HHGOPMAIlMM M HX NEPHOIMYECKHM
O0HOBIEHHEM M KOHTpOJIeM pabOTOCIOCOOHOCTH, a TaKKe pPe3epPBHPOBAHHEM KIIOYEBBIX
anementoB UCII/IH.

5.3.IloacHeTeMa AHTHBHPY CHOI 3aIIHTHI

npeHa3HavYeHa [l obecrneyeH s aHTUBUPYCHOM 3allUTh cepBepoB B APM monb3oBareneit
HCT s MAJIOY LIPP n/c Ne 167 ropozna Tiomenn. B Heif MoryT ObITh pean3oBaHbI CleIyIOLIHE
$yHKIHH:
Pe3UICHTHBIH aHTHBUPYCHBIH MOHHTOPHHT;
AHTHBHPYCHOE CKAaHMPOBAHHE;
CKPHIT-0JIOKHPOBaHHE;
LEHTPATN30BAHHYIO/YIANeHHYIO YCTAHOBKY/JEHHCTAIUIALHMIO aHTUBUPYCHOTO IPOIYKTa,
HACTPOIKy, aIMUHHCTPUPOBAHHE, IPOCMOTP OTYETOB M CTATHCTHYECKOH MH(OpMAIMH MO
paboTe mpoayKTa;
*  aBTOMATU3MPOBAHHOE OOHOBJIEHHE AHTHBHPYCHBIX 0as3;
® OrpaHMYEHHE NpaB IIONb30BaTeNs HA OCTAHOBKY MCIOJHSEMBIX 3aJad H H3MEHEHHs

HACTPOEK aHTHBHPYCHOTO IPOrPaMMHOT0 00ecIeyeHusT;

® aBTOMATHYECKHH 3aIyCK Cpa3y I0CiIe 3arpy3KH ONePAlHOHHOH CHCTEMBL.
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